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INTRODUCTION
COMBATING FRAUD 



MAIL FRAUD
AGAINST CONSUMERS & BUSINESS

FRAUD AGAINST 

CONSUMERS & BUSINESS

• Advance Fee 

• Corporate Fraud

• False Billings

• Insurance

• Merchandise



PROTECTION IS OUR GOAL
THROUGH CONSUMER EDUCATION 

• Increase public confidence and use of 

the U.S. Mail by consumers

• Raise awareness of consumer fraud 

and educate the public regarding 

current frauds and scams



BE SMART!

AVOIDING SCAMS



COMBATING FRAUD
RECOGNIZING SCAMS AND FRAUDS

Scammers target 

thousands of 

people in the US.

• Phone calls

• Text Messages

• Email

• Social Media

Scammers want you to feel 

a sense of urgency, and not 

think things through.

• Collect a prize

• Government action

• A loved one in distress

Scammers want to 

take your money.

• Cash

• Checks

• Money orders

• Items



NATIONAL CONSUMER PROTECTION WEEK 

WORK FROM HOME SCAMS 



What to know about them and how to avoid them

WORK FROM HOME SCAMS
BE SMART!



WORK FROM HOME

SCAM OVERVIEW

WHAT IS IT?

• Envelope Stuffing 

• Medical Billing

• Reshipping

RED FLAGS:

• Guaranteed jobs

• High-paying positions that don’t 

require special training

• On-the-spot job offers

• Requires you to pay cash to begin 

employment





WORK FROM HOME

PREVENTION TIPS

• Verify the company.

• Never send money to 

unknown individuals for 

employment.

• Get any job offer in writing.

• Check out who is offering 

the job. 

• Verify any unexpected 

compensation. 





MONEY MULES
SCAM OVERVIEW

WHAT IS IT?

• People who receive and transfer 

money obtained from victims or 

fraud.

• Transferring money/valuables on 

behalf of others only benefits 

criminals, and may lead to serious 

consequences 

RED FLAGS:

• Don’t engage in financial 

transactions with strangers

• Receive money for someone else

• Don’t  open a new bank account to 

receive deposits 

• Changing the form of money and 

sending (cash to gift cards)  



BE SMART!



ONLINE DATING
ROMANCE SCAM OVERVIEW

WHAT IS IT?

• Internet-based relationship

• Scammer builds rapport with victim 

over an extended period 

• Victim is led along or tested

• Scammer often creates a sense of 

urgency to have the victim send 

them funds

RED FLAGS:

• Urgent requests for money

• Insisting on secrecy

• Requests purchase of easily 

available items, then increasingly 

higher value items

• They pledge their love way too 

quickly 

• The online profile suddenly 

disappears from the dating site



COMBATING FRAUD 

HOW TO PREVENT FALLING VICTIM

SCREEN

YOUR CALLS

SAFEGUARD PERSONAL 

INFORMATION & 

PAYMENTS

TALK ABOUT IT



HANDOUTS
FRAUD PREVENTION

https://www.uspis.gov/additional-resources#handouts



CASE STUDIES



STATUTES
• Mail Fraud 18 U.S.C. § 1341

• Wire Fraud 18 U.S.C. § 1343

• Bank Fraud 18 U.S.C. § 1344

• Conspiracy 18 U.S.C. § 371 or 18 U.S.C. 1349 

• Money Laundering 18 U.S.C. § 1956

PENALTIES
• Up to 20 years imprisonment or 30 years with enhancement

• Fines up to $250,000 or $1,000,000 with enhancement

• Victim restitution

FRAUD STATUTES & PENALTIES
REPERCUSSIONS
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